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Abstract. In this paper we describe in detail a new method for the single gate-level design error
diagnosis in combinational circuits. Distinctive features of the method are hierarchical approach (the
localizing procedure starts at the macro level and finishes at the gate level), use of stuck-at fault model
(it is mapped into design error domain only in the end), and design error diagnostic procedure that
uses only test patterns generated by conventional gate-level stuck-at fault test pattern generators
(ATPG). No special diagnostic tests are used because they are much more time consuming. Binary
decision diagrams (BDD) are exploited for representing and localizing stuck-at faults on the higher
signal path level. On the basis of detected faulty signal paths, suspected stuck-at faults at gate inputs
are calculated, and then mapped into suspected design error(s). This method is enhanced compared to
our previous work. It is applicable to redundant circuits and allows using incomplete tests for error
diagnosis. Experimental data on 1SCAS benchmark circuits shows the advantage of the proposed
method compared to the known algorithms of design error diagnosis.

1. INTRODUCTION

The VLSI design processis getting more and more complicated due to continuowsly
growing sizes and complexity of the projeds. Due to this fad the error emergence
probability is big enough on dfferent design stages. An error not detected at the
ealier stages may cause acost explosion d the projed and significantly increase the
time-to-market. Design verificaion and error locdization, in their turn, become more
and more time onsuming tasks.

Most design error diagnaosis approaches are ather simulation-based [1, 3, 5, 7, 10, 11
or symbadlic [2, 4, 8, 9, 1P Simulation based approadches rely on a number of test
vedors that differentiate the implementation and the specificaion. The potentia error
region is reduced according to simulation results of these vectors. The symbolic
approadies do nd rely on test vectors. They usualy use Ordered Binary Dedsion
Diagrams (OBDD) [14] to charaderize the necessary and sufficient condtion d a
potential error source & a Bodean formula. The symbadic gpproades are more
acarate than simulation-based, however the explosion d the mmplexity for some
classes of circuits puts pradical limitations to the use of BDDs in locaing design
errors.

In[4, 6, 8, 1% structural approadhes for design error rectification are propased. Such
approaches mostly apply verification techniques to narrow down the potential error
region in the implementation. The techniques applied to seach error(s) in this
remaining area may be various. In [15] a heuristic cdled back-substitution is
employed in hqoes of fixing the error incrementally. In [4] a symbdlic re-synthesis
approad is used. Although these gproaches are suitable for large drcuits, their major
drawback is that the successof the whole procedure is highly dependent on existence
of structural similarity between two circuits.

In [16] and [17] general ideas and hesic theoretical concepts of a new hierarchica
design error diagnosis method are proposed, which is freefrom the restriction d the



structural approaches described abowve. The specification can be represented on any
level of abstraction; it can be given as a truth table, as a BDD, as ancther gate-level
circuit, or as a Bodean formula. The implementation is represented by structura
BDDs (SSBDD) [22], which are generated drectly from gate-level netlists. The
success of the method das not depend on any structural similarity between the
spedficaion and the implementation. The idea of this new approad is refined and
experimental results are presented in [18, 19.

This paper presents a further enhancement of the method that alows to extend it so
that it is able to dagnose design errors using incomplete tests and that it is aso
applicable to redundant circuits.

The methodis based onthe stuck-at fault model, where dl the analysis and reasoning
are carried ou in terms of stuck-at faults and orly in the end the result of diagnasis
will be mapped into the design error area Such a treament allows to exploit
traditional ATPGsto serve the problem of design error diagnasis.

In contrast to BDD or OBDD circuit representations the complexity of SBDD
representation wsed in this approach grows not exporentially but only linealy [22]. In
addition, SBDD representation peserves dructura information abou a drcuit
allowing to develop fault diagnosis procedures that are more dficient for increasing
the speeal in error detedion and locdization than gate-level ones. On SBDDs, a
primary set of suspected faulty signal paths is calculated. Based onthis t, alist of
suspeded erroneous gates is generated, which will be subsequently reduced to the
minimum by using the information oliained from the test experiment.

Our approach combines bath verificaion and error locdization techniques. The
information gathered onthe verification stage is used duing localization reducing the
time needed for the whole process

Due to the facts enumerated above, ou method all ows to increase the speal of design
error diagnosis sgnificantly in comparison to the known methods.

In [13] a widely adopted simple design error model is given. It includes two basic
error categories. functional errors of gate dements and connedion errors of signa
lines. Gate arors, in their turn, are divided into gate substitution, extra/missng gate,
and extralmisgng inverter errors, and connedion errors into extra and missng line
errors. However in [7] it is $hown that simple extra gate erors could be rectified using
only gate substitution error model. Thus in this work, we @nsider only single
extralmisgng inverter and gate replacanent error types. So, missng gate aror and
conredion types of errors remain ou of the scope of this paper. They, as well as
multiple erors, are the subjed of our future work.

Sedion 2 d the paper presents necessary definitions and terminology. The use of
stuck-at faults and mapping of the diagnosis results into the design error domain are
explained in Sedion 3. Representation d faults and signal paths on maao and gate
levels is discussed in Sedion 4. Fault tables and vedor representation d faults are
described in Sedion 5. The dgorithm for design error diagnaosis is presented in
Sedion 6 and an example of using is given in Section 7. Sedion 8 describes me
limitations and passble improvements for the method. Experimental datais discussed
in Sedion 9,andfinally, Section 10 pesents sme conclusions.



2. DEFINITIONS AND TERMINOLOGY

Consider a drcuit specificaion, and its implementation. The way of specificaion
representationis not significant. Only arelationship between inpu patterns and ouput
resporses in the specificaion is important. However, withou loss of generality, let
the spedfication and the implementation ke given a the Booean level. The
spedficaion ouput is given by a set of variables W = {wy, w, , ... ,wp}, and the
implementation ouput is given by a set of variablesY ={y1, V>, ... ,Ym}, Wheremis
the number of outputs. Let X = {xi, X, ... , Xn} be aset of inpu variables. The
implementation is a gate network and Z is a set of interna variables used for
conredion d gates. Let S be the set of variablesin the implementationS=Y 0 Z [
X. The gates implement simple Boodlean functions AND, NAND, OR, NOR, and
NOT. An additional gate type FAN is added (one inpu, two o more outputs) to
model fanou points (Fig. 1). It is not used in the diagnostic procedure but it is needed
in several definitions below.

Fanout point

& |::> FAN

FAN gate

Fig. 1. A FAN gate

We use two dfferent levels for representing the implementation: gate and macro-level
representations.

Let X© and Z" be subsets of inputs and internal variables that fanou (they are inpus
to FAN gates). Let Z™ be a subset of internal variables that are outputs of FAN gates.
At the gate level, the network is described by a set NG = {g«} of gate functions « =
g(sd, sé ... s wheresOY 0 Z, ands O (Z - ZH O (X - XF). At the maao-level,
the network is given by a set NF={f} of maao functions « = fk(skl, S .., sP) inan
equivalent parenthesis form (EPF) [21], where s, OY O ZF, and S = {s, s& ...,
s 0z O (X - X7) areits st of inpus. In ather words, a maao is a tree-structured
subcircuit with nofanou pointsinside. It has ®veral inpus and orly one output (Fig.
2).

O0——

A maao function
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Fig. 2. An example of a macro function



The following design error types are considered throughou the paper in relation to
gates gk [ING.

Definition 1. Gate replacement error. It denotes a design error, which can be
corrected by repladng the gate g in NG with ancther gate g;, by g — g. The “ ="
signrefersto “isreplaced by”.

Definition 2. Extra/missing inverter error. It denotes a design error, which can be
corrected by removing/inserting an inverter at some inpu s [0 X, or at some fanou
branchs 0 Z™: s . NOT(s).

Definition 3.Sngle simple error hypothesis. Our design error diagnaosis methoddogy
is based on a single aror hypothesis, which assumes that only one eror of the
following types can be present in a drcuit: 1) an extra/missng inverter, 2) a random
gate replacement between AND, OR, NAND, and NOR gates.

It shoud be dea from these definitions that only inverters that are occasionally
inserted/omitted at a gate input or at a primary inpu of a drcuit are treated as
extralmisgng inverters. Inverter inserted/omitted at a gate output is covered by gate
replacement error type (Fig. 3).

Extrainverter error NAND - AND error

JE— 1 ]
al P

Fig. 3. Extra inverter and gae replacement errors

Definition 4. Test patterns. For a drcuit with ninpus, a test pattern T’ is an n-bit
vedor which may be binary BN" or ternary TN", where BN = {0,1} - the Boodlea
domain, TN ={0,1,U} - the ternary domain, where U isadon't cae. Let atest be a
set of all test patterns applied to a drcuit during one test experiment as T ={Tq, Ty, ...
T, wheret isanumber of test patterns.

Definition 5. Suck-at fault set. Let F be the set of stuck-at faults 91 and /0, where
sZOX.

Definition 6.Detectable stuck-at faults. A test pattern T; deteds a stuck-at-e fault se,
el){0,1} at the output y;, if applying the test pattern T; to the implementation and the
spedficétion, the result y;(T;) # w; (T;) is observed. Let us cdl se adetedable by a
test pattern T; at the y; output stuck-at fault. We denote the detedion information as
€[{0,1}, where

(D, if the testT, passedty;

eTy)=0 .
(Tiy3) Q,lf the testT; detectechnerroraty,

andas 0[1{ X,0,1D}, where



[0, stuck- at0 (s/0)is detectable by Tj at Yj
o(T;, yj) = [1,stuck-at1(s/1)is detectable by T; at Yj
%(, nofaultis detectable by T; at y;

If both types of stuck-at faults are detectable somewhere by a set of test patterns, then
0=D inthisplace
Denote aset of stuck-at faults detedable by atest pattern T; at an ouput y; as F(T;, v;),
then let

F(T) = JF.y))

y;0Y
be aset of faults detedable by atest pattern T, and
F(T) =JF(T)
T,OT

be aset of faults detedable by all the test patterns T;0T. A test T is complete iff
F(T)=F. The method already propcsed by usin [18, 19 was based onan assumption
that a test is complete. This paper presents a modificaion d the previous method
adapted to incompl ete tests.

Definition 7.Set of failing test patterns. Let E={ T; : T; - y;j(T))#zw; (T;) O T be
aset of faili ng test patterns.

3. MAPPING STUCK-AT FAULTS INTO DESIGN ERROR MODEL

The stuck-at fault model does not have aphysicd meaning in this paper. It is only
used to produce, as in the cae of traditional testing, a diagnosis in terms of stuck-at
faults, which is then mapped into design error domain. The method d mapping
follows from the proof of the foll owing theorem given in [16] and [17].

Theorem 1. To deted a design error in the implementation at an arbitrary gate g
where s¢ = gk (S1, S2,..-Sh), It IS fficient to apply a pair of test patterns which deted
the stuck-at faults $/1 ands /0 at one of the gateinpus s,1 =1,2, ... h.

From the proof the following set of corollaries was driven which describes the
mapping from a stuck-at fault set to the design error model domain:

¢ locdizing both the §/1 and g0 faults on two o more gate inpus refers to the
missng/extra inverter at the gate output, i.e. to the replacement errors. AND
NAND and OR « NOR;

¢ locdizing 91 faults at one or more gate inpus refers to the replacement errors:
AND - OR, OR - NAND, NAND - NOR, andNOR - AND;

¢ locdizing g0 faults at one or more gate inpus refers to the replacement errors:
AND - NOR, OR - AND, NAND - OR, andNOR - NAND;

¢ locdizing both the §/1 and /0 faults at one of the gate inpus s refers to the aror
s —» NOT(s) at thisinpu;

¢ locdizing bath the s-1 and s-0 faults at more than one branch o a primary inpu
sOX refers tothe arors — NOT(s) at thisinptt.



The mapping is siammarized in Table 1. Suspected erroneous gates in implementation
are given in the first column. Next several columns refer to stuck-at faults deteded at
the gate inpus g, S, ..., S. The last column represents the @rrection reeded to
redify the drcuit.

Stuck-at faults

Gate Corredion
011]0]1]..]0]1] NAND
1] [1].. [1| or
o| [o] [..[0 NOR
AND 7517 NOT(x1)
ol1].. NOT(x)
01| NOT(x)
0/1/0/1]..]0/1] NOR
o| |0 0 AND
1] [1]..] 1] NAND
OR Tol1 NOT(x2)
0l1].. NOT(x)
01| NOT(x)
0/1/0/1]..0/ 1] AND
o| [o| |..|o OR
1] [1/..] |1] NOR
NAND 157177 NOT(xy)
ol1].. NOT(x)
o1 NOT(x)
0/1/0/1]..]0/1] OR
1 [1].. [1| AND
o| [o] [..[0 NAND
NOR 1071 NOT(x)
ol1].. NOT(x)

01| NOT(xy)

TABLE 1. Mapping stuck-at faultsinto design error domain

4. MACROS, PATHS, AND STUCK-AT FAULT MODELING

The following fault modeling method was developed for maao-level test generation
based on wsage of structurally synthesized BDDs (SSBDD) as the model for tree-like
subcircuits or maaos [20, 21, 22. Every macro is represented by itsown SSBDD.

Definition 8. Sgnal paths. We denote L(s{) as a set of variables on a path from the
inpu of the maao s 0 S toits output .

As maaos are trees, there exists a one-to-one @rrespondence between inpus &« U S
and the gate-level signal paths L(s() in the maago. The litera s! in the EPF is an
inverted (nat inverted) variable if the number of inverters on the path from s/ to s¢ is
odd (even).



Definition 9.SSBDD. A SBDD is a direded nacyclic graph G with a single roct
node and a set of nortermina nodes My labeled by (inverted/not inverted) Bodean
variables (arguments of the function a inpus of the tree-like subcircuit). Every node
has exadly two successor-nodes, whereas termina nodes are labeled by constants O or
1. The set My represents a macro fy so that one-to-one @rrespondence exists between

the nodes mOMy and signal paths L(s) where s [0 Si. Let s(m) denate the literal at the
node m in the graph Gy.

We dso use another definition o signal paths throughou the paper: L(my) =
(9;,92,95,...,9;) is apath correspondng to the node my whereg! is a gate on the
path and there is arelation d order R(g?,g;), abd[1,r] where from a<b results that
gy stands closer to the output of the macro than g2.

01

X1 10 Z3 Os
& & Y1
9 O3
X3 z X2 4 8
0 2 % & % ¢
2| 3 7
X4 1 & ) O & Y2
X5 & D—L_
5 5

Fig. 4. Combinational circuit

Example 1. Consider the combinational circuit from Fig. 4. It isa small circuit “c17”
of ISCAS 85 kenchmarks [23]. So, by previous definitions, X={X1, X2, X3, X4, X5} iSa
set of inpu variables, Y={y1, y2} isaset of outputs, Z={z1, z,, z3, 4, Z5} represents
internal variables, and NG={ g1, 02, O3, O, U5, Qe} iS a set of gates. The nodes of all
SBDDs are denated in Fig. 4 by numbers O to 10 for nodes from my to myg
correspondngly. The procedure of forma synthesis of SBDDs from gate-level
networks is based ona graph superposition and described in detail in [20, 23. In Fig.
5, a short example of maao-level SBDD construction procedure is given. The
example refers to the maao consisting of gs4, and gs gates.

3y SBDD 9 SSBDD for the
for gs gate m, whole maao
@
e Mg Mg
OO0
_ for g, gate

Fig. 5. Macro-levd SSBDD construction




Consider the SBDD correspondng to internal variable z, (Fig. 5(b)) where z, and
Xs are variablesin nortermina nodes, and Z; isthe root node. Terminal nodes labeled

by constants 0 and 1 are not shown. However, if one goes down from z, or Xs, one
gets to the nock labeled “0” that means Z, = 0. If one goes right from Xs, ore gets to

the nocde labeled “1” (Zz, = 1). If the variable in anortermina node equals 0, ore goes

down. If it is 1, ore goes to the right. For example, if z,=1 and xs=0, ore gets to the
termina nodelabeled “0” (Zz;=0).

Such SBDDs are onstructed for eadh gate in the macro (Fig. 5). Then the
superpasition starts from the maao ouput and ends when the inpus of the maao are
readed. In Fig. 5,it is $rown that the node @rrespondng to internal variable Z; in
Fig. 5(a) is sbstituted by the SSBDD correspondng toz, (Fig. b)) to form the
SBDD for the whole maao (Fig. 5(c)).

The following table shows how the nodes my in SSBDD maaos are related to gate-
level paths L(my) in the drcuit.

Maao| 1 2 3 4 5
Mg [Mo|M1 M M3 My Ms | Mg [IM7|Mg| Mg | Myg
Lm)| O | 92| 9| 93| U3 {04,06/02,96| F6 | U5 | 01,05/ 01,05

TABLE 2. SSBDD nodes and corresponding gae paths

Definition 10.Faults on signal paths, fault class. Let F(s/e) where é1{0,1} be aset
of all faults (afault clas in the gate-level signa path from the input s of the maao
S toitsoutput s.

A fault s)/e can be regarded as the representative of a fault class F(s)/e), sinceit is
enough to test only the fault s//e to test all the faults F(s(/e).

If afault &(s(my)) is deteded in an SBDD node my then a dassof deteded faults
F(3(s(my))) results at the gate level.

5. FAULT TABLES AND VECTORS

T, S(my) E
S(my) | s(mp) | s(ms) .| S(mg)

T1 611 612 613 e 61q €1

T O1 () O3 doq €

T3 031 o) a3 sy €3

Tt 6t1 6{2 6{3 6tq €

TABLE 3. A fault table

Let us represent the set of detedable on the macro level faults F(T) as a fault table
(Table 3) where row i corresponds to atest T; and column k corresponds to a variable



s(my) in the node my and &x[{0,1,X} shows what kind d fault is detedable & my by
atest pattern T;.

Eadh row of this table (&1, di2, O3, ... , dig) represents F(T;) — the set of faults
detedable by a test pattern T;. The last column (E) represents a set of failing test
patterns, i.e. shows the results of atest experiment, whether a test detected an error or
not.

Sincewe dso need to knaw sets of faults detedable by a particular test pattern at each
primary output y;, we have to construct such fault tables for each ouput separately.

In this case (Fig. 6), each row (3(Ti, yj, S(My)), &(Ti, ¥}, S(My2)), &(Ti, yj, S(Ma)), ... &(Ti,
yj, S(Mg))) of atable| represents F(T;, y;) — the set of faults detedable by atest pattern
T; at aprimary output y;.

s(my)
H T sm) | sm) | .. | s(mg Er
I _ | s(my) [ o |(mad ey
s(my) z (mg)) | &(T2, Ym)
Ti s(my) s(my) s(my) Es T1, y2) || (Ma)) | €(Ts, Yim)
T2 [8(Ts, ya, s(Ma)[ (T, ya, s(ma) 8 (Ta, v, s(Ma)| e(Ts, ya) || T2 ¥2) || (M) [ ETar Yo
T2 [8 (T2, y1, S(M1))|0 (T2, Y1, s(M2)) 3 (T2, y1, s(My)) | &(T2, y1) M :
Ts |8 (Ts, y1, S(M1))|8 (Ts, Y1, S(M2)) 8 (T2, y1, S(mq))| €Tz, yi) || T4 Y2) Mg)) | &(Te, Ym)
Ta |8 (T4, Y1, S(M1))|S (Ta, Y1, S(M2)) 8 (Ta, y1, S(Ma)) | &(Ta, y1) || °
: : : : F [ Teye)
Te [8(Ty, y1, S(M1)) |8 (Ty, Y1, S(M2)) 8 (Ty, y1, S(Mq)) | &(Te, Y1)

Fig. 6. Tables of faults detedable at each output

The last column in ead table shows whether a test pattern detected an error a a
particular output, or not.

It isnot hard to ndicethat each row of Table 3 aswell as rows of tablesin Fig. 6 can
be represented in avedor form.

Definition 11.Vector of detectable faults. Let us denote avector of faults detedable &
the maao level by atest pattern T; as V,j (Ti) = (81, iz, &i3, -.. ,8iq) andlet Vi (Ti, )
=3 (T, yj, (M), 8 (Ti, ¥}, S(My)), & (T, Vj, S(M3)), ... & (Ti, Yj, S(Mg))) be avedor of
faults detedable & the macro level at aparticular output y; by atest pattern T;.

Definition 12. At the maao level, let Vg = (d(s(my)), d(s(My)), d(s(Mg)), ... ,

d(s(mg))) be avector of faults guaranteed na to be present in a drcuit onacourt of a
set of failing test patterns E and a set of passed test patterns T-E. In ather words, they
are the faults that canna be present in the drcuit, al the other faults can be regarded
to suspeded or possble faults.

Let us define some operations with these vectors. We will need four types of
operations: intersedion (n), urion (0), subtradion () and inversion(d) (Fig. 7). All
these operations are performed el ement-wise when applied to a pair of vectors.

Note that the definition d the inversion may seeam a little bit confusing, bu it
becwmes clear if we say that we use it propagating stuck-at faults along the signal
path. If a gate on the path is inverting (NOT, NOR, NAND) then the deteded stuck-at
fault at the inpu of the gate is inverted at the output. If no faults are deteded (X) at



the inpu, there is nathing to invert and nofaults are detected at the gate output as
well. Similarly, if both types of faults (D) are detected at the gate inpu, the separate
inversions of each fault give us again bah types of faults (D) detected at the output.

XAnd HUE - 0
f_’ZXOlDXOlDXOlD 53
X[X X X X|Xx 0 1 D|X X X X]  X|[X
0|X 0 X 0j0 0 DD|0 X 0 X| 0|1
1|X X 1 1|1 D 1 D1 1 X X| 1]0
DX 0 1D|[DDDD|D10X| D|D

Fig. 7. Operations with fault vedors

6. ALGORITHM DESCRIPTION

Fault ssmulation and
cdculation of fault tables

Design

iscorred EXIT

Calculation of faults that
cannot be present at
inputs of maaos

A

Propagation of the faults
through cate-level paths

!

A set of suspeded
erroneous gates caculation

Set of suspeded
erroneous gates

EXIT

Redificaion of the drcuit
acordingto Table 1

Fig. 8. Overall diagnostic algorithm

The diagnostic procedure we described in [18, 19 ismodified in this paper in order to
adapt it to incomplete tests and to be gplicable to circuits with redundancy. The

10



propased design error diagnosis agorithm is implemented and works on two different
levels of abstraction: maao (SBDD) and gate level. The dgorithm itself is very
simple. Thisis due to underlying SBDD circuit representation and techniques based
on it. The stuck-at fault model is used duing amost the whole diagnostic process
instead of design error modd. It helps to avoid complicaed tedhniques for error
locdi zation. The overall agorithm is presented in Fig. 8.

Firstly, during the stage of verification through fault simulation, fault tables are
constructed (Fig. 6) for each ouput. Then the macro-level diagnosis is dore. It is
based onthe information which vedor passed at which ouput, which nd. The result
represents a vector of faults guaranteed na to be present in a drcuit. This vedor is
computed using the foll owing formula:

0
vi=lJo U= eyl
iDE@j:g(Ti«yj):l yie(Tiy;)=l

UE{UB Uvm,yj)%) iDgJ_gﬂmE

iDE@j:S(Ti«yj):O

D

This formula represents a modification d Theorem 1 from [19]. In contrast to [19],
we do nd cdculate aset of suspeded faults first and then subtract a set of faults that
guaranteed na be present in a drcuit. We susped everything first and cdculate only a
vedor of faults guaranteed nd to be present in the drcuit. This alows to use
incompl ete tests for diagnosis and to include the faults not covered by the test into the
suspeded area

Every test pattern can either detect an error or nat, and if it does, it can deted the fault
at one or more outputs. Due to this fact, the formula (1) consists of threemain parts.
Thefirst part of the formula (1)

O C
TOE [¥;:€(T.y;)=1 y€(Ty)=1 L
refers to ouputs where the aror has been detected (faulty outputs) and cdculates

detedable by a faulty test vector T;0JE faults that canna be present in a drcuit, as
they are nat included in an intersection d detedable faults by faulty outputs:

NV (T, Y))

y;e(Tiyj)=1

This is due to the fad that a single design error can be only present in this
intersedion. The second part of (1)

U C
Uo Uva .y
TiOE [¥;:€(Ti,y)=0 L

addresses the faulty vedors but corred outputs. It is a union d faults that canna be
present in a drcuit, as they are detedable by afaulty vector T;[JE at a primary output
y; while this output is corred. The last portion d (1)

UV (T)

T.OT-E

11



isaunion d al faults detedable by all test patterns T;JT-E that has not deteded an
error at all.

The total union d these three parts is a set of al faults that cannat be present in a
circuit. It means that the red error (or a combination d stuck-at faults correspondng
to the red error) is located somewhere in the aeathat is a omplement of Vy;, to the
whole stuck-at fault set F. The size of this remaining area depends on dagnastic
properties of test patterns, fault coverage, and presence of redundancy in a drcuit.

The maao-level diagnasis is complete & this gep. The final result on this dageis a
vedor V,, where eab element &(s(my)) showswhat kind d fault canna be present in
an SBVBDD node my.

From this dep gate-level diagnasis for localization o erroneous gate(s) begins. Since
every node & the macro level corresponds to a certain path (a set of gates)

L(my)=(gy,9:,9¢,....9;) on the gate level (see Table 2), we have to propagate a
fault in the node through al the gates in the path inverting it ead time we med an
inverting gate (NOT, NOR, or NAND).

Algorithm 1.

Let s(my) be a variable in a node m,, L(my) = (g:,9:,95,...,0;) be a path
correspondng to the node my, &(s(my)) be afault in the SSBDD node my, and 5(g!)
be afault at the output of agateg! . We propagate afault through the path as foll ows:

D(s(m,)),if thegateg, iseitherOR or AND

1. 3(gy) =
(s(m,)),if thegateg; is eitherNOT, NOR or NAND

(gl"),if thegateg! iseitherOR or AND

2.8 =0, -, .
(9v),if thegateg; iseitherNOT, NOR or NAND

3.Reped step 2while2<j<rm

Using this algorithm we cnstruct vedors of faults VS (m, ) = (8(g1), 8(92), (93), --- ,
0(gp)) for eath path L(my), where &(g;) = {X,0,1D} isafault that is guaranteed na to
be present at the output of a gate gLUNG and pis a number of gates in the whae
circuit. Every &(g;) from L(my) is cadculated by the foll owing rule:

_ Xif g, OL(m,)

&) =
(@) Epalculatd)yAlgorithml,if g, OL(m,)

A union d al these vectors V¢ (m, ) gives us avector of al stuck-at faults that canna
be present in a drcuit:

Ve = UVe(my)

mOM

It means that the cwmbination d stuck-at faults caused by a red design error is
located among all other stuck-at faults (not covered by V¢ ).

Let VS=(3(a1), &(a), &(as), ... , 8(gp)) is a vector of suspected faults at gate outputs
for every gate gi[ING in a drcuit, where (g;) = {X,0,1D} isthe fault suspeded at the
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output of a gate gi. This vedor calculation will be the final step of the gate-level
diagnosis before stuck-at-fault-to-design-error mapping.

First of al, we initialize the vedor V¢ by placing &(g)) = D in every position d V¢ .
It means that we initially susped every gate to be aroneous and therefore any
combination d stuck-at faults is suspeded at the output of every gate in a drcuit.
After that we updite V¢ subtrading V¢ from it.

Now we know all stuck-at faults suspeded at gate outputs and at inpus of every
maao. Thus, we know combinations of suspected stuck-at faults at gate inpus and we
can refer to Table 1 to determine how to rectify the drcuit. However, if the set of
erroneous gates contains more than ore gate (the aror has not been located exadly),
the mapping canna be performed.

7. EXAMPLE

Consider a test with 5 patterns that is applied to the inpus of the drcuit in Fig. 4.
Suppase now that test patterns T, and Ts fail at both ouputs that resultsin E={T1,Ts}
and €(Ty, y1)= &(Ty, Y2)= &(Ts, y1)= &(Ts, y2)=1 whil e other £(T;, y;)=0. The vectors of
detedable faults VS (Ti, y;) and error detedion information for such a case are

presented in the following fault tables (Table 4,5 for outputs y; and y»
correspondngly.

s(mk
Ti E1
Mp| My | Mz M3 | My | Ms| Mg | M7 | Mg | Mg |Mjo
T;/]0]0|0 |1 | X|X|X|X|0|X|1]|1
To| 1| X[ X | X1 [ X|X|X]|]0]|1|X]|O
T3|O | X | X | X | X[X|X|X|X]|0]|]0]|O
T4l 1| X|1]O0]O0O|[X|X|X|1|X|X]|O
Ts| X | X[ X|O0]O | X|X|X|1|X|X|1
TABLE 4. Fault tablefor y;
s(mk
Ti E
Mp| My | Mz M3 | My | Ms| Mg | My7| Mg | Mg |Mjo
T;/]0]0|0 |21 | X|[X|1|O0|X|X|X]|1
To| X | X[ X|X]|1[1|X|O|X|X|X]|O
T3 X| 1| X|X|X[|O|O|X|X|X|X]|O
T4l 1| X|1I | X[ X[ X|X|X|X|X|X]|O
Ts| X | X[ X|O0]O0O | X|X|1|X|X|X|1

TABLE 5. Fault table for y,

From that, according to (1), we creae avector of faults that canna be present in the
circuit on the macro level (macro-level diagnasis). First, compute the part of (1)
concerning fault detedion information by outputs for each faulty vector:
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thﬂ (T1' yj ) :(01010!1X1X11;010X11)

yje(Ty;)=1

NV (T, Y,)=(0,0,0,1X,X XX, X X, X)

yje(Ty))=1

UV (Ty) = NV (T ;) = (KX XXX X,1,0,0X,2)

yje(Ty;)=1 yj€(Tyj)=1

UV (T, ;) =(X,X,X,0,0X,X,1,1X,X)

y;€(Ts,y;)=1

NV (Ts ;) =04X,X,0,0X,X XX, X, X)

y;€(Ts,y;)=1

UVl\ﬁ (TS’ yJ) - ﬂvng (TS’ y]) = (X,X,X,X,X,X,X,l,l,x,X)

y;€(Ts,y))=1 y;€(Ts,y;)=1

[ C

U D UVI\? (-ri’yj)_ mvhﬁ (Ti,yj)[:(X,X,X,X,X,X,l,D,D,X,l)
TOE [¥;:€(T.y;)=1 ye(Ty)=L L

The second part of (1) canna be cdculated because T, and T, vedors faled at eath

output. However, the third part of (1) can be succesdully cdculated as a union o all

faults detedable by vedors correspondng to test patterns that have not deteded an
error:

UV, (T;) = (D,1,1,0p,D,0,0D,D,0)
T,OT-E
The total union gives us V,, =(D,1,1,0P,D,D,D,D,D,D). It provides information that

both stuck-at 0 and stuck-at 1 cannd be present in node mg, stuck-at 1 canna be
present in m; but stuck-at 0 is possble, and so on.

We will turn to gate-level diagnosis now. The best is the case when an exadly locaed
erroneous gate is the result of the diagnosis, and there eists a wmbination d
suspeded stuck-at faults at the gate inpus that clealy defines the type of deteded
design error (Table 1). However, sometimes the final result represents just a set of
suspeded erroneous gates with some suspeded stuck-at fault combinations at their
inpus. The explanation o possblereasons for that is given in the next chapters.

At the gate-level diagnosis gage we use Algoritm 1 and Table 2 to find a vedor
V¢;(m,) for every path L(my). Theunion d them is:

V¢ =(D,0,0,D,D,D)
Subtrading it from initial V¢ =(D,D,D,D,D,D) we have
VS =(X,1.X,X,X,X)

It means that no stuck-at fault is suspeded at g, gs, g4, Os, and gs outputs and these
gates are rred, and stuck-at 1 is suspeded at g, output. As guck-at O faults are
suspeded at nodes m; and m, that are inpus of the gate g,, then acwrding to Table 1
(the cae of NAND gate) it refers to the design error NAND - OR. To correct the
design, the NAND gate g, shoud be replaced by an OR gate.
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8. LIMITATIONS AND IMPROVEMENT OF THE METHOD

The first thing that can be naticeable is that XOR and XNOR gate substitutions are
not included in the aror model. It is becaise some of such cases may not be detected
a al even if we have 100% fault coverage. Theorem 1 says that it is sufficient to
apply a pair of test patterns detecting stuck-at faults $ /1 and s /0 at one of the gate
inpus to deted a design error in the implementation at an arbitrary gate. This
statement is not applicable to XOR and XNOR gates. However, for some caes, we
can extend the mapping table (Table 1) for XOR and XNOR gates, too.

Consider an OR gate gk where s, S,...5 areitsinpus and s¢isits output. Let Toro =
{s=1, Jj, j#i: 5=0} be atest pattern used to test s /0 fault and Tor1 = {[i, i=1,2,...,h
s=0} — to test 5 /1 fault. Suppase there shoud be aXNOR gate in implementation
instead of the OR gate gk. In such case, bah suck-at faults will be deteded at s and,
similarly, at each gate input. Such situation is referred to OR - NOR substitution in
Table 1. So, extending our gate substitution model into XNOR gate cases makes it
impossbleto deted the exad substitution type. However, it gives us an oppatunity to
try several possble substitutions to identify the crrect one. The worse case is when
we can't deted a substitution error at all .

Consider the same OR gate and the same test vedors Toro and Tor1. Suppcse now
the @rred gate is XOR. These test vectors can’t discover any diff erence between the
two gates. This means that the error will not be detected at al or it will be deteced
occasionally by some other test pattern that is generated to deted some other stuck-at
faults. Thisleads to a situation where wrong placewill be suspected to be erroneous.

Consider an AND gate now. The test pattern peir for AND gate is Tanpo = {0,
1I=1,2,...,h s=1} to test s /0 fault and Tanp,1 = { S=0, LJj, j#i: §=1} to test s /1 faults.
Both vedors deted AND - XOR error if h is even or AND - XNOR if h is odd.
However, AND - XOR error will not be deteded at all if hisoddand AND - XNOR
if hiseven. Similar examples can be constructed for NOR and NAND gates too.

The situation described abowve restricts the substitution model of our method to four
types of simple gates (AND, OR, NAND, NOR). However, it can be extended to
some caes of XOR/XNOR gate substitution (Table 6).

Gate Stuck-a fauits Corredion
S S ... S
AND 0/1{0|1].../10|1]| evenXOR, oddXNOR
OR 0/1/0|1/.../10]1 XNOR
NAND |0[1|0(1]|.../0|1| oddXOR,even XNOR
NOR 0/1/0|1/.../0]1 XOR

TABLE 6. Mappng table extension

The caes oppasite to dscussed, namely when a gate is wrongly implemented as a
XOR/XNOR, are more simple to deted and locae becaise every XOR/XNOR gate
can be represented as a network of simpler gates and each simple gate can be tested
separately. In [7], an example is given hov a XOR gate replacanent error can be
redified using only simple gate replacement model (Fig. 9). Thus, our model also
covers a gate replacement by XOR/XNOR gates.
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O

c=aXORb

a
b & Replaceg; by OR togetc=aXNORD
= Replaceg; by NOR togetc=aORb
% 1 Replaceg; by NAND togetc=aANDD
— 1 P Replaceg, by NOR toget c=aNAND b
& Replaceg, by NAND togetc=aNORD
1 p

Fig. 9. Representation of a XOR gate[7]

Thereis aso arestriction on wsage of our methodif adesign error causes redundancy.
Consider a drcuit in Fig. 10. Let the gate g, have NOR function bu occasionaly be
substituted by an AND gate. The function d the whae drcuit is AND now (c =a&b).
The test for &0 and B0 is Tanpo = {1,1}, for &1 is Tanpa = {0,1}, and for b/l is
Tanpp1={1,0}. Tablein Fig.10 shows that this complete test is not capable to deted
the given gate substitution error. Such design errors can ony be deteded occasionally
by the test patterns that are intended to test other design errors, as it was described for
OR - XOR case.

Gu

a
b & _‘ o a|b| c=a&b | c=(a&b){ah)
1 c 1)1 1 1
02 01 0 0
2 1/0] o0 0

Fig. 10. Redundancy dfed

9. RESULTS AND ANALYSIS OF EXPERIMENTS

The goals of the experiments described here were twofold:

¢ to compare the dficiency (the spead of fault locdization) of the new diagnaostic
approadh in comparisonto previous results

¢ to evaluate the design error diagnostic properties of test patterns generated by
traditional gate-level ATPGs for only stuck-at fault detecting purposes

Diagnastic experiments were caried ou on ISCAS 85 benchmarks. Columns 2,3,4in
Table 7 give information abou size of the benchmarks in terms of inpu, ouput and
gate quantiti es. Note that the number of gates given in the table may be different from
the red gate count because of XOR and XNOR gates representation by a number of
simpler gates (Fig. 9).

Experiments were carried ou in the foll owing way. We took a netlist of an ISCAS 85
circuit and treated it as a wrong implementation. Then we generated SSBDD model
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from it and created test patterns for deteding stuck-at faults. After that, using an error
insertion tool, we aeated a “corred” spedficaion and simulated it with the same test
patterns to find the diff erence between ouput resporses of the specificaion and the
implementation. Using this information, the eror analysis tod produced a diagnosis.
Then, we took the initia “wrong” SBDD again and created new “correct”
spedficaion with error insertion tod. After that the whole process was repeded. In
other words, we had ore “wrong” implementation and many “corred” spedfications.

The fault coverage (column 6) of the test patterns created by the test generator
described in [22] and the test generation time in seconds (column 11) are presented in
Table 7. Experiments were arried ou on the computer platform Sun SparcServer 20
(2 x Super Sparc Il microprocesors, 79VIHz) with Solaris 2.5.1 orating system.

The number of experiments caried ou for eadh circuit are shown in column 5. For
the caes marked by star (*), ore randam error for each gate per experiment was
inserted. For the other cases, all possble single gate erors were simulated and
analyzed — ae aror per experiment.

Suspected

o Number of Fault Erroneous Gates Time, s _
Circuit Cove- NUMb AV, % | Test Fault Time
Name | In- [Out- Experi- | rage, umber -0 . for [7], s

uts louts Gates ments | % | Min|m A of |Gene-| Analysis | Total
puts |p InMax| AV. | Total | ration | (average)
1 2 3 4 5 6 8 9 10 11 12 13 14

c432 | 36 | 7 | 232 671 [93,02
c499 | 41 | 32 | 618 | 1622 [99,33
c880 | 60 | 26 | 357 | 1144 | 100

92 |1 11,3 | 4,86 | 0,62 0,06 0,7 17,57
307] 73,3 [11,86] 1,01 0,8 18 | 111,64
33| 57 [160]0,19 0,3 0,5 | 126,79
c1355] 41 | 32 | 514 | 1830 |99,51 248| 55,2 |10,74] 1,35 0,9 2,3 | 241,79
c1908| 33 | 25 | 718 | 1922 ]99,31 70 | 12,3 11,71 ] 0,93 1,0 1,9 | 341,92
€c2670| 233 |140| 997 | 997* 194,97]| 69 |218| 91,1 | 9,14 | 3,55 8,5 12,1 | 661,91
c3540| 50 | 22 | 1446 | 1446* [95,27]|107|190|115,7| 8,00 | 3,08 2,3 54 |[1513,82
€5315| 178 |123|1994 | 1994* [98,69| 6 |204| 15,7 | 0,79 | 2,38 17,4 19,8 | 1814,04
c6288| 32 | 32 | 2416 | 2416* [99,34]| 17 | 92 | 21,5 | 0,89 | 2,17 1,7 3,9 [ 1895,90
€7552] 207 |108| 2978 | 2978* 195,95]|131|372|144,3| 4,84 |12,06] 26,8 38,9

Wk |k |k |lw|~

TABLE 7. Diagnostic resultsfor | SCAS 85 benchmark circuits

The dficiency in the speed of diagnosis (columns 11, 12, 13 is compared to the
results of [7] (column 14). However, it shoud be noted that the dgorithm from [7] is
implemented in Prolog language that is comparatively slow. The total time of
diagnasis (column 13 in this work consists of two comporents: test generation time
(column 117) and fault diagnaosis (column 12).

The numbers in columns 7, 8,and 9 show, correspondngly, the minimal, maximal,
and average diagnastic resolutions (numbers of suspected gates) reated by the tests.
However, it shodd be noted that the diagnostic resolution o this method is not
excdlent for some drcuits. The possble reasons are:

¢ the test patterns used for diagnosis were not originaly generated for diagnaostic
purposes but just to detect an error

¢ redundhncy, present in several circuits

To reach higher diagnostic resolution, additional test patterns soud be generated.
For this purpaose, for example, the method d [7] can be used. Since the suspected area
(column 10 for diagnostic seach is reduced from 100% to from 0,7%6 (in the best
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case) to 11,8% (in the worst case), the combination d the method poposed in the
present work with some other method d additional diagnostic patterns generation,
shoud read significant improvements.

10. CONCLUSIONS

The method described in this paper has the foll owing distinct feaures:
¢ Thewhade procedure takes place hierarchicdly at two dfferent levels:

- maao level, where the aror detedion and localization d the suspeded
erroneous SBDD nodes are caried ou

- gate level for erroneous gate locdization and exad spedfication d the design
error

Exploiting the hierarchy allows to combine the dficiency of working at the
higher level (for error deteding) with the accuracy (needed for error diagnaosis) at
the lower level.

¢ Working with the stuck-at fault model alows to base on asingle aror hypothesis,
which adualy means working with several error hypothesis from design error
model [13] in pardlél.

¢ Compared to ou previous work [18, 19 the method is extended in order to be
cgoable to provide asolution even if the test is not complete and/or a portion o
redundancy is present in a drcuit.

The method has good chances for further improvement due to its high efficiency in
spedad and, therefore, the passhility of use in combination with some other diagnaostic
test generation and redification techniques.

Experimenta datais provided to demonstrate the dficiency of the method.

Our future research in this field is directed to improvement of the diagnostic
resolution d the method. For this purpose alditional test pattern generation heuristics
can be worked out or severa existing approaches can be used. It is also necessary to
pay attention to the caes of multiple arors, complex gates, and line arors. The use of
word level DDs seems to be very efficient in design error diagnosis at higher
functional levelslike RTL or behaviora ones.
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